


Port Seton Harbour Commissioners 
Applicant and Personnel Privacy Notice
Introduction
This privacy notice tells you how Port Seton Harbour Commissioners (“PSHC”, “we”, “us” or “our”) collects, stores, shares and uses personal data about you. It also explains your rights in relation to your personal data and how to contact us or supervisory authorities in the event you have a complaint. 
This privacy notices applies to: 
a. Individuals who apply to stand for election as a Harbour Commissioner; or 
b. current and former employees, workers, contractors and volunteers.  This notice does not form part of a contract of employment or any contract to provide services and may be updated by us at any time,
(together the above categories of individuals are referred to as “you”). 
[bookmark: _8e9d3a43-b7a6-4763-b84f-479e97bd44e0][bookmark: ORIGHIT_17][bookmark: HIT_17]We are a controller of your personal data and are responsible for ensuring that it is properly protected. We collect, use and are responsible for certain personal data about you. When we do so we are subject to UK data protection laws.
Please read this privacy notice carefully before completing the election application form or performing any election duties or applying for a position with us.
If you have any questions about this privacy notice or the data we hold about you, to exercise a right under data protection law or to make a complaint, please contact our Data Protection Officer (“DPO”), Jamie Mullen at info@portsetonharbour.co.uk. Our DPO oversees our use of personal data and this privacy notice. 
[bookmark: _Toc256000000][bookmark: _Ref_a538248]Our collection and use of your personal data
We will comply with data protection law.  This means that the personal information we hold about you must be: 
· used lawfully, fairly and in a transparent way;

· collected only for valid purposes that we have explained to you clearly and not used in any way that is incompatible with these purposes;

· adequate, relevant to the purposes we have told you about and limited to those purposes only;

· accurate and kept up to date;

· kept only for such time as is necessary for the purposes we have told you about; and

· kept securely.

Personal data means any information about an individual from which they can be identified, whether directly or indirectly.
How your personal data is collected
We collect personal data about you in different ways, including:
· Direct interactions. You may give us your personal data by completing and submitting an election application form or applying in to work with us, providing supporting documents (such as ID or proof of address), or by corresponding with us in person, by phone, email or post during the election or recruitment process. If you are employed by us, we will also collect information about you during work-related activities throughout the period you work with us. 
· Publicly available sources. We may obtain Identity or Contact Data about you from various publicly available sources such as Companies House or LinkedIn.
· Referees and third parties. We may collect information from the referees you provide in your application, information from employment background check providers, and information from criminal records checks permitted by law
· Automated technologies and surveillance. If you attend our Harbour premises or election events, we may collect your image via CCTV or body-worn video cameras for security and safety purposes.
· [any other ways in which you collect personal information]
Personal data we collect about you
The personal data we collect about you depends on how and why you engage with us. 
We may collect and use the following data about you when you stand for an election or apply to work with us:
· Identity Data - full name, marital status, title, date of birth and gender.
· Contact Data - address, email address and telephone number(s).
· Eligibility Data - information confirming your eligibility to stand for election or vote, including council tax or valuation roll records, proof of address, and ID checks.
· Experience and Skills Data - details of your professional and personal experience, as provided on your application form.
· Reference Data - information supplied by the referees you nominate.
· Operational and Security Data - CCTV or body-worn video footage taken when you visit the Harbour.
If you are successful when applying for a job with us, and are subsequently employed by us, we collect and use additional information about you, including:
· Employment History - the terms and conditions of your employment; details of your qualifications, skills, experience and employment history, including start and end dates, with previous employers and with the us; details of periods of leave taken by you, including holiday, sickness absence, compassionate leave, and the reasons for the leave; details of any disciplinary or grievance procedures in which you have been involved, including any warnings issued to you and related correspondence;
· Remuneration and Benefits - Information about your remuneration, including entitlement to benefits such as pensions;
· Financial Information - details of your bank account, tax status and national insurance number;
· Additional Identity Data - next of kin, dependants and emergency contacts;
· Right to Work - Information about your nationality and entitlement to work in the UK or such other territory as appropriate; 
· Performance Reviews - assessments of your performance, including appraisals, training you have participated in, performance improvement plans and related correspondence; and
· Images of you in photographic or video form (such as for security passes), 
(together this is referred to as “Additional Employment Data” in the processing table below). 
Special category and criminal offence data
Special categories of particularly sensitive personal information (such as information about your health, racial or ethnic origin, or sexual orientation) require higher levels of protection. We need to have further justification for collecting, storing and using this type of personal information. We have in place an appropriate policy document and safeguards which we are required by law to maintain when processing such data. 
In general, we will not process particularly sensitive personal information about you unless it is necessary for performing or exercising obligations or rights in connection with an election or our recruitment processes. On rare occasions, there may be other reasons for processing, such as it is in the public interest to do so. The situations in which we will process your particularly sensitive personal information include the following:
· You provide it to us in your application or correspondence with us, and it is relevant to assessing your experience or eligibility.
· You ask us to make reasonable adjustments for a health condition or disability.
· It is necessary to undertake equal opportunities monitoring, including collecting information about your ethnic origin, sexual orientation, health and religion or belief.

· If we need to use such information to ensure your health and safety in the workplace, monitor or manage sickness absences, administer benefits including parental leave or statutory sick pay, pensions and other benefits (where applicable). 
· It is necessary to protect your vital interests or someone else’s.
· It is required for, or in connection with, a legal claim, dispute, audit or regulatory enquiry.
· You give us your explicit written consent for a specific purpose.
We do process criminal offence data (such as unspent convictions and offences) to assess eligibility. We do this under the Data Protection Act 2018 Schedule 1 paragraph 6 (exercise of official authority and substantial public interest) and the UK GDPR.
How and why we use your personal data
We do not knowingly collect or process personal data relating to anyone under 16.
We collect the personal data listed above so we can receive and assess your application, decide whether you meet the eligibility criteria, and if you are running for an election - include you on the Notice of Candidates, run a fair election, and deal with any queries or challenges. 
If you are successful as part of a recruitment process, we will process your personal data in order to enter into an employment contract with you and to meet its obligations under your employment contract.
In addition, we need to process data to ensure that we are complying with our legal obligations, for example, we are required to check someone’s entitlement to work in the UK and, for some roles, perform employee background checks. 
If you are employed by us, we will also use your information for employment related activities, such as: 
· making decisions about recruitment and promotion processes;
· maintaining accurate and up-to-date employment records and contact details (including details of whom to contact in the event of an emergency), and records of employee contractual and statutory rights;
· gather evidence for, and keep a record of, disciplinary and grievance processes, to ensure acceptable conduct within the workplace;
· pay you and make deductions for tax and National Insurance (as applicable);
· make decisions about salary reviews and compensation;
· operate and keep a record of employee performance and related processes;
· keep records of training and development requirements;
· operate and keep a record of absence and absence management procedures, to allow effective workforce management and ensure that employees are receiving the pay or other benefits to which they are entitled;
· ascertain your fitness to work;
· operate and keep a record of other types of leave (such as maternity, paternity, adoption, parental and shared parental leave), to allow effective workforce management, to ensure that the organisation complies with duties in relation to leave entitlement, and to ensure that employees are receiving the pay or other benefits to which they are entitled;
· provide references on request for current or former employees;
· deal with legal disputes involving you or other employees, workers and contractors;
· facilitate equal opportunities monitoring in the workplace.
Under data protection law, we can only use your personal data if we have a lawful basis for doing so, which includes:
· Public task: where processing is necessary for us to perform our official functions under the Port Seton Harbour Order 1878;
· Legal obligation: where our use of your personal data is necessary for us to comply with the law (not including contractual obligations); or
· Legitimate interests: where our use of your personal data is necessary for our legitimate interests or the legitimate interests of a third party (unless there is a good reason to protect your personal data which overrides our legitimate interests).
· To enter into a contract with you: if you successfully apply for a job with us, we will use your personal data to enter into an employment contract with you.
The table below explains what we use your personal data for and why, as well as what our legitimate interests are where we are relying on our legitimate interests as the lawful basis to process your personal data:
	Purpose/Activity
	Type of data
	Lawful basis (and additional condition where applicable)

	Receiving and assessing your application, checking eligibility  criteria and deciding whether to list you as a candidate for an election or continue with a recruitment process
	(a) Identity; 
(b) Contact; 
(c) Eligibility;
(d) Experience and Skills; and
(e) Reference.
	(a) Public task (performing our statutory harbour functions);
(b) Necessary to comply with a legal obligation.

	To publish the notice of candidates on our website
	(a) Identity; and
(b) Experience and Skills (if provided for publication)
	(a) Public task (performing our statutory harbour functions);
(b) Legitimate interests (transparency of the election).

	Running and administering the election, including verifying voter eligibility at the poll
	(a) Identity; 
(b) Contact; and
(c) Eligibility
	(a) Public task (performing our statutory harbour functions);
(b) Necessary to comply with a legal obligation.

	To ensure security and integrity of the election
	(a) Operational and Security Data
	(a) Public task (performing our statutory harbour functions);
(b) Legitimate interests (prevention or detection of unlawful acts, legal claims).

	To respond to queries or challenges regarding the election
	(a) Identity; 
(b) Contact; and
(c) Eligibility
	(a) Public task (performing our statutory harbour functions);
(b) Legitimate interests (protecting our legal rights).

	To undertake employment related activities
	(a) Identity; 
(b) Contact; 
(c) Eligibility;
(d) Experience and Skills;
(e) Reference;
(f) Additional Employment Data. 
	(a) To enter into/perform the employment contract; 
(b) Necessary to comply with a legal obligation;
(c) Legitimate interest (to maintain employment records and good employment practice). 



Who we share your personal data with
We may share personal data with:
· external third parties we use to help us run the election and keep our systems working for example: cloud hosting and data‑storage platforms; election‑management or survey software; website and email‑broadcast providers; and IT support contractors;
· third party service providers such as: payroll processing and accounting services; pension service providers; employee benefits and administration providers; IT service providers;
· members of the public, for example your name and a short skills statement will appear on the publicly‑available Notice of Candidates and on the Harbour website during the election period;
· our external professional advisors (such as our lawyers or accountants);
· government bodies and regulators including HMRC, the Information Commissioner’s Office, and (where legally required) the police or the courts.
We only allow our service providers to handle your personal data once we are satisfied they apply appropriate technical and organisational measures to protect it, and we impose contractual obligations limiting their use of the data to the services they provide to us.
We may disclose personal data to law‑enforcement agencies or regulatory authorities when required to do so by law, or to exercise or defend legal claims.
Should we ever consider a reorganisation or transfer of our statutory functions to another harbour authority or public body, we may need to share relevant personal data with that party. Wherever possible the data will be anonymised, and any recipient will be bound by confidentiality obligations.
We do not actively transfer personal data outside the UK. If any cloud provider stores back‑up data on servers located overseas, we rely on UK adequacy regulations or other ICO‑approved safeguards (for example, the UK International Data Transfer Agreement or Standard Contractual Clauses).
We do not make decisions about you based solely on automated processing.
Your rights
You have the following rights, which you can exercise free of charge:
· Your right of access - You have the right to ask us for copies of your personal information. You can request other information such as details about where we get personal information from and who we share personal information with. There are some exemptions which means you may not receive all the information you ask for. Read more about the right of access.
· Your right to rectification - You have the right to ask us to correct or delete personal information you think is inaccurate or incomplete. Read more about the right to rectification.
· Your right to erasure - You have the right to ask us to delete your personal information. Read more about the right to erasure.
· Your right to restriction of processing - You have the right to ask us to limit how we can use your personal information. Read more about the right to restriction of processing.
· Your right to object to processing - You have the right to object to the processing of your personal data. Read more about the right to object to processing.
· Your right to data portability - You have the right to ask that we transfer the personal information you gave us to another organisation, or to you. Read more about the right to data portability.
· Your right to withdraw consent – When we use consent as our lawful basis you have the right to withdraw your consent at any time. Read more about the right to withdraw consent.
If you make a request, we must respond to you without undue delay and in any event within one month.
If you would like to exercise any of your rights, please:
email us using the contact information at the top of this notice; 
let us have enough information to identify you e.g. your full name, address;
let us have proof of your identity if requested; and
let us know which right you want to exercise and the data to which your request relates.
How long your personal data will be kept
We will not retain your personal data for longer than necessary for the purposes we collected it for, including any legal, accounting or reporting requirements. Different retention periods apply for different types of personal data. When it is no longer necessary to retain your personal data, we will delete or anonymise it.
As an indication, if you submit an application form to us, we will keep your personal data while we are assessing the application and conducting the election. Thereafter, we will keep your personal data for as long as is necessary:
· to respond to any questions, complaints or claims made by you or on your behalf;
· to show that we treated you fairly; and
· to keep records required by law.
To determine the appropriate retention period for personal data, we consider the amount, nature, and sensitivity of the personal data, the potential risk of harm from unauthorised use or disclosure of your personal data, the purposes for which we process your personal data and whether we can achieve those purposes through other means, and the applicable legal requirements.
You can request further details of retention periods for different aspects of your personal data by contacting us.
If you are employed by us, please refer to our Data Retention Policy for the retention periods of your employment data.
[bookmark: _175ecb7c-dade-4255-b77c-7e6a9773bc71]Keeping your personal data secure
We have appropriate security measures to prevent personal data from being accidentally lost, or used or accessed unlawfully. We limit access to your personal data to those who have a genuine business need to access it. Those processing your data will do so only in an authorised manner and are subject to a duty of confidentiality. 
We also have procedures in place to deal with any suspected data security breach. We will notify you and any applicable regulator of a suspected data security breach where we are legally required to do so.
[bookmark: _45a3a254-59b8-4748-96a0-609a8e72d410]How to complain
[bookmark: _Hlk95827495]Please contact us if you have any query or concern about our use of your data. We hope we will be able to resolve any issues you may have.
You also have the right to lodge a complaint with the Information Commissioner. The Information Commissioner may be contacted at https://ico.org.uk/make-a-complaint or telephone: 0303 123 1113
[bookmark: _d41a48c8-effb-4fae-b0d7-770671155f6a]Changes to this privacy notice
This privacy notice was last updated in August, 2025. We keep our privacy notice under regular review to make sure it is up to date and accurate. If we change our privacy notice from time to time, we will post the details of any changes here. We may also take reasonable steps to notify you if such changes affect how your personal data is processed.
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